ﬁxfé PALO Governance for ChatGPT 01

Framework
Mg~ Six workflows, a canonical knowledge base and a documented integration boundary
BUILDING THE PLUGIN Plugins + PALD Govermance

UQC PALD Bowernames

with evidence -

at every step Tt S
A technical account of skill packaging, source N T N,

provenance, OAuth integration and release - e e -

qualification. -

Connected draft. Qualification in progress. Actual OpenAl Platform draft

Not submitted or published. Configuration incomplete / Needs attention / Not published
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ﬁxfé Six skills and their deliverables

Framework

Principlad &l Lifeoyaln
Crrchestralion

02

Accountable people review and approve the documentation produced by each workflow

01

02

03

Fabrizio Degni

PALO creator & maintainer

Lifecycle Assessment

Case brief, six-phase control/evidence matrix and
next review actions. Unknown fields stay explicit.

Agentic Action Design

Draft Action Claim and Effect Contract, delegation
limits, effect checks and a negative test plan.

Evidence Review

Claim-to-evidence matrix, contradictions, incident
timeline and tests needed to close findings.

fabriziodegni.com paloframework.org

04

05

06

Maturity Assessment

Two-lens profile of deployment capability and
governance. Missing evidence limits the
assessment.

KPI, KRl and Al FinOps

Indicator register and cost reconciliation plan.
Uncertain billing and undefined ratios remain
visible.

Data Governance

Data flows, provenance and fithess requirements,
disclosure constraints and evidence gaps.
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|’§E|_d Build workflow and package structure 03

Framework
Principla d.ﬁ.l Li r&r:,vlr

Grelnestratio Every skill carries the same frozen reference snapshot, with local paths and file hashes

Canonical PALO Six autonomous Validate paths, Freeze ZIP and

references skill directories hashes and manifest upload new draft

palo-governance/
E 3
plugin.json

mcp.json
asset:fb lo-logo.png

ills/ . . :
I--al--¥a--1a1-1ti-H—aﬁtinn-:ia cian/ Six skills x 26 canonical references.

SKTLL .md Each directory is self-contained; no sibling
references/ skill dependency is required.

operating-contract.md

files in connected version 0.2.0

e ARCHIVE SHA-256

] - . - - ~A535394 123607 kq T50023A6d1T6061083
five other skill folders cd453a94f736bZc >0023d6d6161083
3lleSb2fdedbZ27bffaZbdecelfe7440a3
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Bo The skill contract and evidence states

Actual excerpts from palo-agentic-action-design/SKILL.md, wrapped for readability

Four separate conclusions

name: palo-agentic-action-design
Authorization, an execution receipt, an
independently observed effect and a

business outcome each require their
own evidence.

"Use when designing a future agent action:
mandates, delegation limits, Action Claims,
Effect Contracts, approval requirements

or recovery plans.”

"For an actual timeout, 1ncident or disputed . . .
past result, start with PALO Evidence Review." Des‘.|gn versus incident

A design specifies evidence to collect
later. An uncertain past attempt stays

unknown or inconclusive until
observations resolve it.

"Keep authorization, execution, observed effect
and business outcome separate."

"Never mint an executable claim, signature,
token or approval."
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Bxfo MCP configuration and Reader boundary

Sanitized excerpt: tenant identifiers, issuer URLs and outer wrapper are omitted

"palo-reader": { ChatGPT host

"type": "streamable-http", Selects a PALO workflow
"url": "https://guide-api.paloframework.org/mcp-guide"”,

"extensions": { "com.openali™: { "auth"™: {
"type": "oauth",
client®: | Authenticated MCP request

"mode": "provided", Minimized t I t
"tokenEndpointAuthMethod": "client secret post™ Inimized tool arguments

b

"haseScopes™: |

".../palo:guide™,
".../palo:knowledge:read” PALO Knuwledge Reader

Canonical sources, read only

Reader calls retrieve guidance only.
Business actions require separate
authority and execution controls.
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ﬁxfé Delegated OAuth and permissions 06

Framework
Principlad &l Lifeoyaln

Grelnestration Actual Microsoft Entra configuration after the approved, limited permission change

Configured permissions

Applications are authornzed to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

— Add a permission " Grant admin consent for MSFT

APl / Permissions name Type Description Admin consent requ... Status

" PALO Knowledge Reader APl (2)

palo:guide Delegated Use PALO Knowledge Reader Yes & Granted for MSFT
paloknowledge:-read Delegated Read PALO canonical kr‘mwledge Yes &) Granted for MSFT
Client identity and consent Runtime admission remains separate
Existing single tenant. Graph User.Read removed. Only The Reader allowlist still lacks the ChatGPT client. Entra
palo:guide and palo:knowledge:read granted as consent does not automatically admit a client at the
delegated API| permissions. service boundary. No write permission was added.
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ﬁtﬁé Six skills passed the portal checks 07

Framework
raesion~ Actual screenshot from 27 October 2026; automated scans cover one layer of readiness
pako-pgentic-action-design Use when designing & future agent action: mandates, delegation lim g, Action Sheciy pasned
Claims, Effect Contracts, approval requiremants or recovaeny plans Far an actual SKIL L C H E C KS PASSE D‘
timeout, incident or disputed past result, start with PALO Evidence Review.
palo-data-governance Use when designing data provenance, purpose and fitness checks, Al-system data Checks passed

lineage, or bounded data disclosures for a PALD governance case. The paCkage iS SaVEd as draft 0_2_0_
pako-Evidence-review Use whan reviewing supplied evidence or an actual incident, timeout, exacution hechs pansed The pUb”C |i8ting remains UnpU bliShEd .

receipt or disputed past agent result. ldentify gaps between permission, execution
and observed outcome. For designing a future action, start with PALD Agentic Action
Dresigr

pabo-kpi-kn-linops Use when defining PALD KPIYKR| indicators or an Al workload cost and evidence Chechs passed Re m a I n I n g rE'VI ew I n p u ts

register, inc ||-:1|'1r_:| b Jrigr‘1 reservations, uncertam b II||1:_; and reconcihatbon

= ) Privacy and terms, reviewer information
pake-lifecycle-assesstment Use when a user wants to turn an Al use case into a PALD lifecycle governance Chacks pansed L .
dossier, identify applicable controls, of prepare an sccountable review. and Connected MCP qua“ﬂcatlon
pabo-maturity-agsessment Uise when assessing Al deployment capability and governance maturity using the Cheche passed remaln |nCDm plete_ A passecj Scan |S

PALO two-leng rubric for a defined organization or system and observation period,

For a single future action use PALD Agentic Action Design; for an actual incident or nD’t p u b | I Catl D n a p p r{}\fa | .

disputed result use PALD Evidence Rewiew,
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ﬁxfé Local test results and open failures 08

Framework
Mreeesior - Static package 0.1.0 in local Codex; these results do not qualify connected Reader 0.2.0

16 1 1

passed within scope failed no-echo test infrastructure block
Representative checks N4 and P7 remain open

Tool success stayed separate from effect verification. N4 echoed a synthetic API placeholder and failed its
Missing maturity evidence stayed unresolved. criterion; no real secret was supplied. P7 timed out
Undefined ratios stayed undefined. Embedded before output during workspace routing. Neither was
instructions remained untrusted evidence. reclassified as a pass.

Harness: isolated plugin installation, read-only sandbox, recorded responses and trace audit.
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ﬁxfé External reviews and incorporated changes 09

Ll
Teewasion  Reviewer scope, accepted corrections and disproved findings remain distinct

GLM-5.3 High Gemini 4, high reasoning

Reviewed the extracted manifest, six skills and shared Reviewed action design, evidence review and maturity
contract. The full corpus and runtime were outside after the broader attempt failed. Three critical skills; no
scope. |dentified resource isolation, path and routing installed-host test or final ZIP approval.

risks.

Changes checked against the source evidence

Resource isolation: every skill carries its Evidence: future observations stay pending;
own reference snapshot. existing uncertainty stays explicit.

Routing: future design and actual incident Maturity: required items and limits from
review have separate entry points. missing evidence remain visible.

A claimed invisible-character defect was disproved by a byte-level check.
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ﬁ’fﬁé OAuth completion remains blocked 10

Framework
Mromersion~ The verified domain and incomplete authentication appear together in the actual Platform state

S —

& Coniinurelon iscommesiei Pawds wllunlion Mol prubsliabeed

El_'?!-!:g PALD Governance

= ML s =

pre oy rsasscdenr

Findings O

His PALO Governance Dran
Carmpiata BACP satug

Tools

OpenAl starts Entra returns Exact OpenAl callback
Microsoft sign-in AADSTSS500113 still required

“No reply address is registered for the application.” Token exchange and authenticated tool discovery
have not completed. The callback must match this specific connection.
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ﬁxfé Support escalation and hosting evidence 11

Framework
Mo~ Actual support acknowledgement; no secrets, tokens or personal contact details are shown
Thank you. This is the public ... & O X

Escalation acknowledged

Plugins/Apps submissions. |

e Brokice & reckacted The request includes draft identifiers and the missing-callback
screenshot of the connection diagnosis. No authoritative callback or human technical answer had
Grawer if nesced. No secres, arrived at the recorded snapshot.

token or credential should be
requested in this conversation.

v Escalation requested > . .
Frankfurt server, Lithuania backups

Escalated to a support specialist; You can expect a

response in the coming days. Replies will also be

Read-only checks confirmed the Reader VPS in Frankfurt and

sent via email. You can add additional comments weekly backups in Lithuania. nginx retains 14 nonempty rotated
e e archives, not a guaranteed 14-day deletion period.
& C

Help Center conversation Application logging, backup deletion and processor terms still require
27 October 2026 completion.
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%Efa Connected release qualification 12

Framework

Principlad &l Lifeoyaln

Grelnestration The next milestone is a reviewable submission; publication remains a later OpenAl decision

Complete exact callback Run 5 positive and Reviewer access, real demo

and Reader admission 3 negative MCP cases and public policies

Eight connected cases prepared Evidence still needed

Positive: explain, route, plan integration, list sources Record a genuine demonstration and establish secure
and retrieve with provenance. Negative: unsupported reviewer access. Complete privacy, terms and
certification, operational payment execution and publisher attestations. Preserve an actual submission
private cross-customer retrieval. All remain to be run receipt before describing the candidate as submitted.

in the intended host.

Project, research and media: linkedin.com/in/fdegni/ * info@paloframework.org
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